How to Successfully Implement an
E-Records Management Program

Recognizing the need for collaboration, the records management and information
technology departments of the company highlighted in this case study partnered to
implement a successful enterprise-wide electronic records management program.
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uilding on its successful imple-
B mentation of an e-mail manage-

ment program, the company
featured in this case study turned to
holistic e-records management.

From its inception, the project’s fast
pace drove its success. In the first 90
days, the team established the records
inventory, records policies and proce-
dures, records retention schedule, and
folder structures. During the next 90
days, the team outlined the project
structure and deliverables for all the
company’s e-records, including e-mail
and file shares. But the project began
with the company’s motivation to
make changes.

Motivating Factors for RM

Records management (RM) pro-
grams are typically created for one
of four reasons — the last two being
the most common:

m Management embraces RM
principles because it wants to man-
age its records better.

m The organization recognizes
that proper RM will give it an ad-
vantage over its competitors.

m The organization is unable to
locate important records and wants
to improve its ability to do so.

m A litigation hold or investiga-
tion prompts the organization to
focus on RM.
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Critical Ingredients for Success

The case study company’s project’s
success was largely due to three
things: (1) its level of executive support
and resources given; (2) the ability of
RM and IT staff to collaborate; and (3)
the organization’s ability to apply RM
policies.

Executive Support

The support from the case study
company’s executive committee for an
e-records implementation strategically
placed the RM program in an advan-
tageous light.

However, the RM and IT teams ap-
proached the project from differing
viewpoints and with an unclear divi-
sion of responsibilities. To resolve these
issues, the teams spent a week with a
RM consultant and fashioned a com-
mon approach to the project plan of de-
veloping an electronic content
management system (ECMS) and, as
a result, a strong e-records program.

This illustrates that when upper
management strongly supports a proj-
ect by providing a healthy budget, a
reasonable scope, and the correct RM
resources — and when staff collaborate
—1t can be successful.

Collaboration

The case study company assigned
the RM team as the business owner of
the ECMS, while the IT staff became
responsible for project management.
The program’s architecture and imple-



mentation were designed jointly by the
two partners.

IT and RM found themselves at
odds several times during the develop-
ment of the architecture. (Interest-
ingly, in the development of the
architecture, the ability to apply re-
tention won every time). To resolve the
conflicts, the team members deferred
to rules agreed upon during their
week-long strategy session in which
they framed the project and addressed
several parameters, including:

B This was not a uniform file clas-
sification environment. (A uniform file
classification had been attempted ear-
lier but failed when consensus could
not be reached.)

m Duplicates would need to be
purged from the system. This was ac-
complished by running an algorithm
periodically that looked at several key
fields (e.g., date, time, file size, subject,
to and from) and ranked them in a
Google-like report from 100% to 90%.
Accepting a 3% margin of error, the
e-mail from the sender was retained
(allowing for multiple pointers based
on user requirement) and duplicates
were deleted.

m Based on how users searched for
e-mail, this search needed to be cus-
tomized, including a way to differenti-
ate if the e-mail had attachements.

m A default folder called “No Fit”
was used in every department’s folder
structure to guarantee a place for
every record.

B A tool called “Send Intercept”
was developed to force attributes for
each record declared into the reposi-
tory called the “corporate workspace.”

m Metadata was used to pre-popu-
late attributes where possible, de-
pending on the object type in the
system. For e-mail, the subject was au-
tomatically populated, as well as the
“to,” “from,” “date,” and “attachment”
(yes/mo) fields. For information from
the file shares, it was “creator,” “date,”
and “name” fields.

® RM monitored and statistically
measured all folders to quantify suc-
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Ingredients for

E-Records Management Success:

m Executive support
m Sufficient resources

m Collaboration between RM and IT

m Application of records policies

m Training

m Ability to adapt to a changing culture

cess. (RM had predicted for e-mail that
10% would be records and 90% non-
records, and for file shares, 80% would
be records and 20% non-records. After
monitoring, RM determined that the
predictions were close: for e-mail, 4%
were records and 96% non-records,
and for file shares, 84% were records
and 16% were non-records.)

® While the environment pointed
to the records director as the focus of
the project, the consultant empha-
sized the need to use all talents on the
team.

m Contrary to a generally accepted
records practice, the records team
would not develop or submit lists
of records to be destroyed for the de-
partment because the company placed
the emphasis on what the records de-
partment now had custody of. The
case study company’s policy — which
had been approved by the legal de-
partment and outside attorneys — was
to get approval from the tax, audit,
and legal departments that there
were no outstanding holds and that
all records subject to legal holds had
been secured. Departments only re-
ceived a courtesy notice concerning
the destruction of records.

Application of Policies

Applying records policies sounds
simple. However, the nuances of ap-
plying policies to all of an organiza-

tion’s records and creating a meth-
odology to search and retrieve the
correct record when needed is a
major undertaking and requires that
changes be made by all employees.

The breadth of change that is nec-
essary for an initiative of this type
takes place from two perspectives:
from the top down and from the bot-
tom up. It requires executive sponsor-
ship to assist with the trickle-down
effects of change management. But it
also requires a bottom-up approach.
In this case, it was the supervising
RM committee — which represented
the entire organization — working to
ensure that business was not impeded
as change was effected. For this im-
plementation, the RM team was able
to fashion a compromise to protect
users’ ways of working and their
unique filing methodologies while ad-
hering closely to the records rules es-
tablished for the company.

Phase One:
Managing E-mail

Due to the high risk factor associ-
ated with e-mail, the executive com-
mittee designated that record type as
first priority. IT agreed that the
ECMS was the world in which records
policies would be applied, but to them
it was just another system. It was RM
that promoted business processes and
corresponding records to declare into



the repository that propelled the sys-
tem beyond e-mail.

First, the team embarked on a 30-
day training period for the e-mail
repository. The finer points of training
included:

m What constitutes a record

m How to drag and drop a record
from Microsoft Exchange

m How and why declaring an
e-mail is a move from the e-mail envi-
ronment to the ECMS

m The availability to provide re-
mote access and caching when an em-
ployee travels

m No personal storage tables (PSTs)
were allowed. A PST is a proprietary
Microsoft format. PSTs are unstruc-
tured data files. Because it is difficult
to apply RM principles to them and
they create several problems for e-dis-
covery, they were forbidden even be-
fore the RM group was created.

m Declaration would be controlled
by a 60-day calendar. Because of the
large file sizes that the company re-
ceived in the conduct of business,
using a time limit rather than a size
limit was preferable for the case study
company. This forced users to deter-
mine if an e-mail was a record or a
non-record and to declare the records
into the corporate workspace during
the 60-day timeframe.

Phase Two:
Managing File Shares

Once e-mail management training
was completed, the company’s atten-
tion turned to the rules of declaration
from the shared drives. This proved to
be a greater challenge due to the
greater volume of records located there
and the expectation that as many as
80% would be declared as records.

But the training rules were rela-
tively simple. Unlike e-mail, where de-
claring an e-mail a record meant
moving it from the Exchange server to
the corporate work space, declaring a
record from the file share meant im-
porting a copy into the corporate work-
space. Once the copy was successfully
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The project’s success was defined
not only by how far the team had to
travel to full implementation, but also
by the hurdles it had to overcome.

made, the user had to delete the origi-
nal from the shared drive.

When in doubt, employees were in-
structed to declare the record. As a re-
sult, duplicates accounted for 30% to
50% of the records volume in the repos-
itory, depending on the business unit.

Duplicate records in different folder
locations, however, were acceptable
due to restricted access. Because user
groups had access only to specific fold-
ers, the same record in a different user
group’s folders was an original to that
user group.

Phase Three:
Learning from Hurdles Cleared
The project’s success was defined not
only by how far the team had to travel
to full implementation, but also by the
hurdles it had to overcome. In this case,
the team cleared many hurdles, includ-
ing those discussed below.

Keeping the Team Focused

As IT’s focus wandered and it dedi-
cated its resources to other projects, RM
had to work to get its attention back by
gaining the confidence of end users and
providing objective evidence of the
value of the e-records project imple-
mentation.

With the help of an offsite scanning
service bureau, RM did this by provid-
ing front-end scanning at the beginning
of all workflows. It performed quality
control on 100% of the scanned materi-
als, and once the records were uploaded
into the system, the originals were de-
stroyed.

Because accounts payable records
were frequently accessed by end users,
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the benefits of the ECMS were highly
visible. The accounts payable process
snowballed into a 95% electronic envi-
ronment. The success of the accounts
payable process expanded to 19 other
record types that were heavily accessed,
thereby increasing the system usage.
With the support of the business units’
records in the ECMS, IT was forced to
continue implementation.

Measuring Success

The team had to determine how to
measure the success of an e-records
initiative. It used these criteria:

® Qualification Rate: Were users
correctly, appropriately, and consis-
tently identifying those e-mails and
documents that are corporate records
and should, therefore, be placed under
records control? This was expressed as
the percentage of total e-mails/docu-
ments per user, known to be business
records and therefore stored in the
repository. Based on best practices, the
case study company was looking for an
accuracy of 90% or better.

® Declaration Rate: Of the quali-
fied e-mails/documents (“qualified
records”) that had been identified,
were they in fact being declared? Ex-
pressed as the percentage of the
known qualified records that are phys-
ically stored, the company was looking
for 90%.

m Classification Accuracy: Did the
records that were stored have the cor-
rect retention rule applied? This was
absolutely critical, as final records dis-
position and destruction cannot be per-
formed unless the accuracy meets a
specified threshold acceptable to

records management. Expressed as
the percentage of the total records
that are known to have the proper re-
tention rule applied, the accuracy rate
typically is in the 98% range. The case
study company routinely checked fold-
ers to ensure users were declaring
records to the proper folder (with the
proper retention).

Meeting Collaboration Challenges

As the success of the system grew,
the RM group in the case study com-
pany shouldered a heavier load and
needed additional staff — while the IT
staff had less work. For example, the
backups ran quicker and smoother be-
cause the Exchange server did not
have the volume it once did, and the
file shares were virtually eliminated.
Therefore, the need for several IT po-
sitions was reduced, and the very peo-
ple RM depended upon for the
successful maintenance of the system
performance were looking at the sys-
tem as a threat to their job existence.
This did not endear the ECMS project
to IT.

In fact, at one stage in the project
development, wary IT colleagues ob-
jected vehemently to the ECMS proj-
ect in front of management and
expressed a wish to replace the ECMS
with SharePoint 2007. However, the
organization re-committed to the soft-
ware and re-assigned the IT employ-
ees to other projects.

Meanwhile, IT knew how to build
the ECMS, but there were definite
configuration problems based on its
purely technical interpretation of
records policies. The databases were
not running quickly enough. For ex-
ample, it took five minutes to retrieve
some records when it should have
taken five seconds. RM challenged the
IT team to disclose configuration prob-
lems that kept the system from run-
ning at maximum speed, so the RM
side of the team used its own proj-
ect management skills to expose
software challenges that IT would
not divulge otherwise.



Stressing Requirements, Benefits

During training, the RM team
would say, “It’s not a question of if a
company will be sued, but when and
how often.” The legal department re-
inforced that with a motto it adver-
tised throughout the company: “A
company never needs records until
it needs records.”

However, project research showed
that only 3% to 10% of the case
study company’s employees were in-
volved with litigation, so telling em-
ployees during training exercises
that it was necessary so the com-
pany could “meet legal require-
ments” did not motivate the
majority of employees to do the right
thing. For them, it was also impor-
tant to stress how the repository
would improve their ability to per-
form work.

Adapting to a Changing Culture

In the post-e-mail-management
phase, the case study company’s cul-
ture changed, and it began to turn
its attention to what it considered
more pressing matters. The olive
branch offered by management was
the records coordinator program
and the promise of its positive im-
pact on staff development. It was a
pivotal moment in acknowledging
the benefits of the RM program and,
once again, management’s strong
support for fully implementing the
RM program.

Providing Training

The records team had to provide
several customized learning envi-
ronments. The training program in-
cluded:

m That records policies and pro-
cedures were ISO 15489-compliant

m Classroom and one-on-one
records coordinator training pro-
gram

m Mandatory classroom training
at the new hire orientation

m Mandatory records classroom
training

m Additional one-on-one training
opportunities
m Administrator roles and respon-
sibilities training for RM staff
While the initial training focused on
the e-mail management portion only,
the aggressive implementation plan
meant that the RM team did not get as
much time with colleagues as it would
have liked to ensure that colleagues
understood the nature of a record.
Consequently, the records team ex-
panded training requirements to in-
clude all records types. It also
incorporated the records lifecycle con-
cept that should have been taught
from the start to defuse the continuing
misunderstanding that the e-mail for-
mat itself constituted a record.

Phase Four:
Sharing the Recipe for Success
According to Doculabs, 50% of

ECMS implementations are not suc-
cessful. Although some aspects of the
case study company’s project could
have been done differently, the com-
pany has maintained the system for
several years and has supporting
statistics that prove its success.

One thing is certain: There is no
cookie-cutter approach that results
in an ECMS implementation’s suc-
cess. The key is to find a recipe that
skillfully combines the key ingredi-
ents — employees, risk factors, cul-
ture, process, and procedures — with
an organization that has the vision
to see the big picture. END
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