
hen traveling through an unfamiliar area, a
map can be the key to finding the right path.
Without maps, we work from instinct or
through guesswork. The stakes are too high
when responding to an electronic discovery re-
quest to rely on the ability to “figure it out.” The

purpose of a data map is to help an organization make in-
formed discovery decisions in a consistentmanner so similar
facts and allegations lead to similar responses.

The interest in data maps is driven by the proliferation
of electronic documents, increased regulatory reporting re-
quirements, and the December 2006 adoption of the revised
Federal Rules of Civil Procedure (FRCP). Numerous elec-
tronic discovery vendors, consultants, and law firms have
since extolled the virtues of electronically stored information
(ESI)maps as tools that support compliance with disclosure
requirements under FRCPRule 26 and as tools that can dra-
matically reduce cost and risk.

Two years after the promulgation of the revised rules, or-
ganizations have successfully responded to discovery de-
mands with and without relying on ESI maps, begging the
question: In an economic climate inwhich organizations are
deferring and canceling IT projects, is there good reason to
develop an ESI map?

Benefits of Data Maps
One strong argument in its favor is that an effective ESI

map enables an organization to address top general counsel
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While data maps are primarily an
electronic discovery tool used to help
organizations mitigate their legal
risks and costs, they can also help
them better meet business objectives.
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(GC) priorities identified in a 2008 GC Roundtable Survey:
� Understand the universe of potentially responsiveESI
� Effectively manage the ESI preservation and collec-

tion processes
� Minimize disruption to business and revenue-gener-

ating employees
� Reduce the cost of electronic discovery

information may be supported by this process. Techniques
similar to ESI mapping can help organizations better un-
derstand where sensitive information is stored on their net-
works so procedures can be implemented to protect it. These
additional benefits notwithstanding, ESI maps remain pri-
marily an electronic discovery tool, intended to improve risk
mitigation.

Asset Tracking
IT can use the data maps to supplement their asset-

tracking systems. Since the backup methodology is docu-
mented for high-risk systems, IT and legal can determine if
any changes should be made to the backup protocol to miti-
gate potential risks to the organization.

Legal can also use these data maps to understand pock-
ets of orphan data thatmay exist. Orphan data can be online
or offline, but itmay contain potentially responsive data. An
example would be laptops or desktops taken out of use, but
not yet wiped and reassigned to new employees or returned
to a vendor at the end of a lease.

Adequate, Timely Disclosure
The adoption of the revised FRCP put many litigators

and general counsel on notice that they did not have suffi-
cient knowledge of their organization’s sources of ESI. This
lack of knowledge makes it difficult to complete timely and
adequate disclosures, as required under Rule 26, but also
makes it difficult to identify and preserve potentially re-
sponsive data effectively.

An additional, little-considered effect of insufficient
knowledge of ESI is that an organization is in a weaker po-
sition to argue that reviewing and producing data from cer-
tain sources is unduly burdensome. Without knowledge of
technical issues, such as restoration, duplication or near-du-
plication, volume, reliability of inventories or catalogs, de-
terminingwhether the costs of discovery are proportional to
a matter is next to impossible.

FRCP Rule 26(f) establishes a 99-day timeline for the
meet-and-confer phase of litigation, in which parties to the
lawsuit will establish a plan for the preservation and pro-
duction of electronic evidence. If an organization does not
know where its ESI is stored and how it can effectively pre-
serve or collect certain types of data, it risks discovery costs
that are inconsistent with the value of the litigation,missed
discovery deadlines, and even penalties for failure to com-
ply with its discovery obligations.

High discovery costs can influence settlement decisions
and negotiations and may distort the outcome of the case.
And, of course, courts have imposed sanctions on organiza-
tions that failed to produce requested documents according
to the required timetable or that appeared to bewithholding
discoverable documents either deliberately or because of in-
adequate record management practices.

A better argument for ESI maps is that, if well
designed, they will increase an organization’s
ability to manage preservation and collection
effectively, reducing
legal risks.

There are several other arguments for creating an
ESI map:

Cost Containment
Cost containment is the most appealing rationale, but it

has theweakest business case. There are potential hard-dol-
lar savings through reduced document review costs that re-
sult from more-targeted collections of ESI, but these are
speculative savings.

Reduced Legal Risks
Abetter argument for ESImaps is that, if well designed,

theywill increase an organization’s ability tomanage preser-
vation and collection effectively, reducing legal risks and ad-
dressing several of the above priorities.

� Improving the understanding of the organization’s
sources of potentially relevant ESI

� Reducing disruption to revenue-generating employees
by reducing necessary consultationswhen responding
to discovery obligations

� Enhancing riskmitigation for the organization as dis-
covery needs increase because the ESI map and asso-
ciated processes will enable greater consistency in
discovery responses and disclosures

� Identifying orphaned data – data no longer associated
with an owner orwith the system that created it – that
is not required for litigation, regulatory, business,
and/or institutional memory purposes

IP Protection
While efforts by organizations to identify andmanageESI

are driven primarily by electronic discovery risks, some or-
ganizations are recognizing that business objectives to bet-
ter protect intellectual property, trade secrets, and private



CONSIDERATIONS FOR CREATING A DATA MAP
� Backup systems are critical since many organizations may have

different backup systems in different departments, such as
finance or research.

� Information about which data sources are backed up and where
the backed up data is stored is important to consider.

� Third-party systems, such as e-mail services, in which a vendor
hosts application data, should not be overlooked.

� Information about where data is stored, how often it is pre-
served, and whether it is commingled with other organizations’
data is essential.

� Do not include every system used. A large organization will
typically support more than 1,000 technology systems, but only
a small percentage are typically frequent sources of ESI for
discovery or investigation. Many organizations choose to include
detailed descriptions of the most significant 20 to 30 systems,
with less detail for a second tier of systems significant to the
business, but less frequently used in responding to discovery,
and with a third or fourth tier of data for less significant systems.

� Identify the custodians of the data, who may be the business
owners or the IT owners of the data. Typically, the custodian is
the day-to-day owner of the data or system.

� Indicate whether each data source is active. If it is not, consider
quantifying the difficulty or cost in making the data accessible.
In the event of a request for evidence, corporate legal counsel
can quickly determine the projected cost of producing the
evidence, whether duplicate or near-duplicate sources are
available, and whether they can make an argument that produc-
ing from a source causes an undue cost or burden.

� Document the policies or practices that are followed for routine
document retention and disposition so counsel understands the
expected lifecycle for data within each source of potentially
relevant ESI.
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The inability to find and produce responsive data is
cause for concern for most organizations. A recent example
involved a global telecommunications company under SEC
subpoena. The company had data maps in place that cov-
ered the majority of the key systems (e.g., PCs, e-mail
servers, network shares). Following company guidelines,
they collected data from each system, conducted a respon-
sive and privilege review, and ultimately produced items to
the SEC.

Part of the collection involved a project team server lo-
cated in California. Unbeknownst to internal and external
counsel, the project team, not company IT, created weekly
backups of the server. Furthermore, the backups were cre-
ated and saved going back a year. Because only the project
teamwas aware of their existence, the backupswere conse-
quently never collected and searched for responsive data.

A year later, a member of the project team was leaving
the company andwhile turning in his firm-issued laptop, he
mentioned he also had backups of the California project
team server on a USB hard drive. Lucky for the company,
their employee exit procedures caught this before the data
was lost, but theywere forced tomake an embarrassing sup-
plemental production to the SEC long after the subpoena’s
stated deadline.

Improved Documentation
There are several issues at play in the above example,

but one key lesson is about the danger of the lack of docu-
mentation related to the backup procedures for engagement
team servers. The company clearly made an effort to docu-
ment the system, but in this case it did not go to the appro-
priate level of detail to fully understand backup procedures.
After learning from this example, the company updated its
data maps to include interviewing the project teams work-
ing from the project servers to check for rogue backups. It
has since made plans to incorporate project team servers
into IT’s disaster recovery plan and to eliminate the need
for the project team to also be administrators.

Data maps help overcome these challenges. They also
can help with broader corporate initiatives aimed at in-
creasing the effectiveness of information management
processes. Having a data map allows organizations to pre-
pare quickly for the meet-and-confer and other discovery
conferences or to produce documentation for regulatory
reporting.

Data maps are an effective means to translate complex
technical information, data storage architectures, and the
evolution of an organization’s IT systems into plain lan-
guage that adversaries and courts can understand. It also
enables an organization to classify ESI as active or not ac-
tive, which can help when making decisions to review and
produce ESI since inactive data does not necessarily need
to be produced.

A high-level data map lists “Class A” data sources that are most likely
to be relevant to e-discovery.



Organizations undergoing frequent structural or
operational changes may not wish to spend the time
necessary to capture a level of detail that will
be difficult to maintain if the data attributes are
constantly changing.
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Creating data maps encourages organizations to review
theway theymanage records, how they store them, and how
they apply retention policies. Drawing attention to records
retention and disposition increases the organization’s knowl-
edge of its current practices, helping to make responses to
regulatory or legal inquiries more accurate and complete.

How to Create a Data Map
It is easy to see why having a data map is valuable, but

what exactly is a data map and how is one created? A data
map can be a flow chart or spreadsheet that graphically
represents sources of information. It may include reports
or lists that define different tiers or categories of systems
– from relevant to not very relevant – and identify ease of
access – from online data that is easily accessible to offline
data that may be difficult or time-consuming to access.

Identify Which ESI Sources to Map
Keep in mind it may not be practical to map all sources

of ESI. Global organizations may have literally thousands
of potential sources under the jurisdiction of separate IT
and business functions. Online sources actively used by
business units may be relatively easier to investigate and
document than offline or inactive sources, but even these
should be prioritized based upon the likelihood of the in-
formation being relevant to litigation or an investigation.

The absence of a reliable system architecture does not
mean ESI mapping is impractical, but it can alter the ap-
proach to gathering information and it will take more
time. Reliance on guidance from the legal department is
more important when IT systems are not well docu-
mented.

Questions to consider when setting priorities for an ESI
map:

� Can ESI mapping be limited geographically, for in-
stance, to North American locations?

� Does the organization’s litigation or regulatory his-
tory suggest a core set of ESI sources?

� Does the known chronology of application imple-

mentation and migration allow setting lower prior-
ities on certain active and inactive ESI sources?

� Can the ESI map develop iteratively based on dis-
covery events, following an initial creation of tem-
plates, surveys, and documentation guidelines?

Determine Level of Map Detail
One leading practice suggests beginning with a stan-

dard template that lists document and record types and
sources of data and systems, often categorized by function,
department, or division. The level of detail will depend
largely upon the organization’s particular needs and con-
cerns. Some organizations, for instance, are concerned
that a highly detailed data map may make it difficult to
keep the map updated and accurate.

Organizations undergoing frequent structural or oper-
ational changes may not wish to spend the time necessary
to capture a level of detail that will be difficult to main-
tain if the data attributes are constantly changing.

Data maps sometimes include only e-mail servers and
file servers, but they also often include application servers,
such as payroll, archiving, or business application sys-
tems. Standard elements include format and locations of
ESI in e-mails or other messaging systems; desktop and
laptop computer data storage policies at the organizational
and individual levels; policies and processes for data back-
ups; and policies for repurposing a computer after an em-
ployee has left the organization. See the sidebar on page
37 for a list of considerations involved in creating a data
map.

Interview All Stakeholders
Creating a datamap is one task that falls under the um-

brella of data governance. Effective management requires
effective governance.Many organizationswill have existing
IT or data governance structures in place that can take re-
sponsibility for keeping a data map evergreen.

Data map stakeholders include legal, IT, compliance,
records and informationmanagement, human resources, fi-
nance and other departments that maintain records. The
team creating the data map should interview relevant con-
stituents to determine what ESI is significant and where it
is stored. Mapping exercises frequently begin by interview-
ing legal to determinewhich systems are used to respond to
a legal or regulatory matter.

Basic questions regarding each relevant system include:
� Who is the business owner of the ESI?
� Who is the IT owner?
� How is the ESI stored?
� How is the ESI backed up?
� Who created the files?
� How can the ESI be preserved?
� How will the ESI be collected if needed?
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Document Backup Policies
The team should be vigilant in looking at less obvi-

ous sources of information, including backup systems,
offline media, archives, and legacy systems. The data
map should note the backup policy for each system, in-
cluding retention and recycling for full and incremental
backups. It is also useful to note whether backups are
used for disaster recovery only or whether they are avail-
able for convenience restores, since that may affect
future claims of accessibility of the data.

Pitfalls to Avoid
Watch out for the misuse of other tools to fulfill the

purposes of a data map. Some organizations confuse dis-
aster recovery documentation with a data map, but these
are actually two different things. A quick way to under-
stand the difference is to use a typical disaster recovery
or business continuity plan as a tool to preserve and col-
lect ESI for discovery. These IT plans contain a depth of
information that is, at best, only partially helpful when
responding to discovery, and, at worst, misleading be-
cause it represents technical information outside of the
context of business use.

A significant problem with data maps is keeping
them current. An outdated data map poses potential
problems because it suggests discovery responses that
are no longer appropriate. To ensure the map is current,
the mapping project should include development of an IT
governance process to manage periodic reviews and up-
dates. Most organizations have existing IT change man-
agement or asset management programs that are
appropriate for this purpose. The frequency of the up-
dates depends on the IT processes of the particular or-
ganization. Are systems frequently upgraded or
restructured? At a minimum, the map should be revis-
ited each year. If the organization has an in-house coor-
dinator for the map project, this person should be able to
update the map more frequently.

Worth the Investment?
Some organizations question whether a data map is

worth the significant investment of time and resources
required to create it. The better question is whether the
organization is comfortable with the risk of not having a
data map. For organizations in highly litigious or highly
regulated industries, the lack of an appropriate data map
can expose the organization to potential legal or finan-
cial risks if data cannot be identified, located, or retrieved to
meet mandatory legal or regulatory deadlines.

David W. Wetmore can be reached at David.Wetmore
@ey.com. Scott Clary can be reached at Scott.Clary@ey.com.
See their bios on page 62.
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